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Explain methods to secure devices and
security best practices

- Understanding security awareness
- Securing devices
- Securing software

Understanding safe browsing and
privacy




I Understanding Security Awareness



What is social engineering?

A broad term used to describe various
nefarious activities used by malicious actors

The key aim of a social engineering attack is to
trick an individual into giving away sensitive
information or to perform an act which allows
unauthorized access to a system or location
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Physical Social Engineering Techniques
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Key aims of social engineering
— Solicit personal identifiable information
- Install malicious content
« Remote access
« Key logging
« Compromised content

Mitigated by

- Procedural controls
« User awareness and training
« Security policies

— Technical controls
« Spam/junk filters

- Physical controls
. ID Badges



Up Next:

Securing Devices
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I Securing Devices



Gaining access

- Authentication and authorization
« Multi-factor authentication

- Level of access (accounts)
 Local administrator
« Local user (standard user)
« Network administrator and user
« Computer account

— Centralized AAA server

« Domain controller (Active Directory)



Device protection
— Antivirus and antimalware
- Firewall
— Built-in security features
« Lock screens
« Drive encryption
« Protected system files



Patching and Maintenance

JAN NEW

Devices should be Updates and patches Upgrades
well maintained



Physical Device Security
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; Cable locks (Kensington locks)

USB locks (disable ports)

User awareness and training



Licensing
— Open-source vs. proprietary
— Subscription vs. one-time
— Purchase vs. perpetual
- Product keys



Up Next:

Securing Software
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I Securing Software



Sources of software
- Operating systems
- Applications
- Research and validate legitimate sources

— Original equipment manufacturer (OEM)
websites vs. third-party

- Application stores
 Sideloading apps



Software security best practices
- Remove unnecessary/unwanted
m applications and software
« Potentially unwanted programs (PUP)
- Scan for malicious software (malware)
o Virus
« Worm

« Trojan
- Do not use pirated software



Up Next:

Understanding Safe Browsing and

Privacy
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I Understanding Safe Browsing and
Privacy



Safe browsing
Firewalls and proxy services are used
- Content filters
- Allowed and disallowed sites
- Potential malicious connections
- Supported by policies



Safe Browsing
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Enhanced protection
Real-time, proactive protection against dangerous sites, downloads and extensions that's
based on your browsing data being sent to Google

Standard protection

Protects against sites, downloads and extensions that are known to be dangerous. When you
visit a site, Chrome sends an obfuscated portion of the URL to Google through a privacy server
that hides your IP address. If a site does something suspicious, full URLs and bits of page
content are also sent.

Help improve security on the web for everyone
Sends URLs of some pages that you visit, limited system information and some page content to
Google, to help discover new threats and protect everyone on the web.

Wamn you if a password was compromised in a data breach

When you use a password, Chrome wamns you if it has been published online. When doing this,
your passwords and usernames are encrypted, so they can‘t be read by anyone, including
Google.

No protection (not recommended)
Does not protect you against dangerous websites, downloads and extensions. Your Safe Browsing
settings in other Google products won't be affected.

Secure connections

Chrome upgrades insecure connections to HTTPS automatically when possible

Always use secure connections

For sites that don't support secure connections, get warned before visiting the site
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Warns you for insecure public sites
Doesn't warn you for private sites, such as your company'’s intranet

Warns you for all insecure sites
Warns you for both public sites and private sites, such as your company’s intranet

Advanced

Browser security features are enabled
— Pop-up blocker
- Cookie handling
- Downloads control
— Secure connections



53 cyberphil.co.uk Certificate services

- Used to provide authentication and
encrypted connections

— Establish a trust using a public key
Connection is secure infrastructure (PKiI)

Your information (for example, passwords or

credit card numbers) is private when it is sent ° Va | |d Cert|f|Cate
to this site. Learn more . .
- HTTPS using Transport Layer Security (TLS)

& Security
cyberphil.co.uk

Certificate is valid (4




00 Meta
Privacy Centre

Make the privacy choices that are right for you. Learn how to manage and control your privacy
(A Privacy Centre home on Facebook, Instagram, Messenger and other Meta Products.
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Search

Common privacy settings

Privacy topics

More privacy resources

Privacy Policy

Other policies and articles

Common privacy settings

Privacy Centre

We're getting ready to expand our Al at Meta experiences. To do this, we want you to
know that we'll use public information such as public posts and comments from accounts
of people aged 18 or older on the basis of legitimate interests. We'll do this to develop and
improve generative Al models for our Al at Meta features and experiences.
You have the right to object to the use of your information for these purposes. If your
objection is honoured, we won't use your public information from Facebook and

for future and il of generative Al models for our Al at
Meta features and experiences. Learn about how models are trained. If you've already
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objected, you don't need to submit another request. a I n t a I n I n r I va c
v g p y

We build privacy into our products

@ @ - Social networking sites
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Privacy Checkup Private messaging
Tools such as Privacy Checkup make it Our messaging products offer end-to-end >
easy for you to take control of your encryption, so your conversations stay

- File sharing

We build easy-to-use settings that you can use to make the privacy choices that are right for

- Instant messaging
. - Artificial intelligence (Al) tools
: — Controlled by organizations
/ « User awareness and training

We offer security features that provide additional protection for your accounts P R O u t i n e I y u p d a t e d

Some things that you can do in Accounts Centre:

({(’ Manage your passwords, login preferences and recovery methods

@ Review security issues by running checks across apps, devices and emails

G Manage your end-to-end encrypted chat settings

Manage in Accounts Centre




Up Next:

Explain Password Best Practices
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